HIPAA - NOTICE OF PRIVACY PRACTICES
PRIVACY OF INDIVIDUALLY IDENTIFIABLE HEALTH INFORMATION  
THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE USED AND DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS INFORMATION. PLEASE REVIEW IT CAREFULLY.

In December 2000, the Federal Government finalized Standards for Privacy of Individually Identifiable Health Information (45 CFR Parts 160 and 164).  The Standards are complex, and there is no clear language or information, which has been developed for professionals or for health care consumers to help you understand your privacy rights. This form is provided to comply with the Standards and to inform you with this notice of your rights, limits to privacy, and my obligations.  While these are government regulations, in some cases the ethical principles for psychologists/licensed professional counselors and/or state regulations regarding confidentiality and privileged communication may be more stringent than regulations outlined in the Health Insurance Portability and Accountability Act (HIPAA; the standards requiring this privacy notice), and my practice will adhere to the more stringent requirements for privacy.

In fact, Mental Health Professional Licensing Laws and Ethical Standards have always provided extremely strong privileged communication protections for communication between a psychologist/counselor and client within a professional relationship.  HIPAA is a very broad and complex set of federal regulations applied to all aspects of health care and associated businesses which brings privacy of health information up to a level already typically practiced by mental health professionals. 

 
HIPAA provides privacy protection of your personal health information, which is called “protected health information” (PHI), information that can personally identify you. PHI consists of three components: treatment, payment, and health care operations, and these terms (and others) are defined below.

Definitions:

“PHI” means “Protected Health Information” and is that information in your record that could identify you. 

When using ‘I’ and ‘me’ in this Notice, this references your specific mental health professional, either Ron Eubanks, PhD, Licensed Psychologist or Priscilla Ragsdale, Licensed Professional Counselor, but not both.  ‘You’ and ‘your’ mean you and/or anyone who is legally allowed to act on your behalf.

“Individually identifiable health information” means information created or received about you that relates to your health or payment for your health care and that identifies you or for which there is a reasonable basis to believe the information can be used to identify you.  

“Treatment” means providing, coordinating, or managing your care and related services including managing your care with a third party; consulting with other health care providers relating to your care; or receiving a referral from another health care provider to me for your care or making a referral for your care to another health care provider. Examples include psychotherapy sessions, psychological testing, or talking to your primary care physician about your medication or overall medical condition.  

“Payment” means activities I undertake to obtain reimbursement for your care. Examples include billing and collection activities, or providing information about your care to an insurance company, which may be covering all or part of the cost of your services.

“Health care operations” are activities related to the performance of my practice such as quality assurance. In mental health care, an example of health care operations is when an insurance company or managed care company reviews treatment records to see if your care is “medically necessary.”  This only applies if you are requesting that I file insurance for you or if you file insurance and authorize release of information to your insurance company for reimbursement purposes. Other activities might include assessing the quality of my services and client outcomes, reviewing the competence or qualifications of staff or students (if applicable), arranging for my legal, accounting, and similar services, and business planning and development, and administrative activities of my practice. For example, I may compile overall statistics about clients with whom I work and treatment outcomes, and if I do, such data will not include any personally identifiable information.

“Use” refers to activities within my practice. Examples include using your protected health information in order to file insurance claims, scheduling appointments, keeping records and other tasks related to your case. I am a solo practitioner.  I share my office and office equipment with other licensed mental health providers also practicing in solo practice.  Use of PHI includes administrative activities such as telephone contact and scheduling assistance provided by office associates or staff who are informed of HIPAA rules, have signed a privacy business agreement and comply with protecting PHI.

“Disclosure” refers to release of information outside of my office such as releasing, transferring, or providing access to information about you to other individuals. An example would be my sending your records to your physician after you have signed an authorization for me to do so.

Uses and Disclosures of PHI Requiring Authorization:

I may disclose PHI for the purposes of treatment, payment and healthcare operations with your consent. Your voluntary consent for treatment by signing the Registration Form/Informed Consent provides me authorization to conduct payment and health care operations and authorizes me to provide treatment and to conduct the administrative steps associated with your care (such as filing insurance for you, and any release of PHI to your health insurance company or EAP program or other 3rd party payment source required for billing purposes.)

Additionally, if you ever want me to send any of your protected health formation of any sort to anyone outside my office, you will always first sign a specific authorization to release information to this outside party. A copy of that authorization form is available upon the request and may be available on my web site.   The requirement that you sign an additional authorization form is an added protection to help insure your protected health information is kept strictly confidential. An example would be if you requested me to speak with or release records to your primary care physician.  Please note, in the event a release form is mailed or faxed to you or downloaded from the web, I request that this form be signed and notarized in order to confirm that the signature is in fact yours.

An “authorization” is a written document describing the information to be released, to whom the information is being released, for what purpose the release is made, the length of time the authorization is valid (e.g., one year), and is signed by you and witnessed. You may, in writing, revoke all authorizations to disclose protected health information at any time. You cannot revoke an authorization for an activity already done that you instructed me to do or if the authorization was secured as a condition for obtaining insurance reimbursement and the insurer were to contest the claim under the policy. Should you wish to revoke an authorization needed to pursue third party reimbursement, no future claims would be filed, and you would be responsible for all financial obligations.  If you no longer desire that I provide the insurance company/managed care company (MCO)/EAP or similar 3rd party payer with ANY information, you would also be responsible for those services that the insurance company/MCO refused to pay due to the lack of needed information. If the consent involved a MCO and the consent/authorization were revoked, any discounted fees associated with the MCO contract would no longer apply; that is, my usual and customary fee would become effective.) 

There is another, special authorization provision potentially relevant to the privacy of your records: psychotherapy notes. In recognition of the importance of the confidentiality of conversations between a professional and a client/patient in treatment settings, HIPAA permits keeping separate "psychotherapy notes" separate from the overall "designated medical record.”

"Psychotherapy notes" cannot be secured by insurance companies nor can they insist upon their release for payment of services. Under HIPAA Regulations, “Psychotherapy notes means notes recorded (in any medium) by a health care provider who is a mental health professional documenting or analyzing the contents of conversation during a private counseling session or a group, joint, or family counseling session and that are separated from the rest of the individual’s medical record. Psychotherapy notes excludes medication prescription and monitoring, counseling session start and stop times, the modalities and frequencies of treatment furnished, results of clinical tests, and any summary of the following items: diagnosis, functional status, the treatment plan, symptoms, prognosis, and progress to date” 

Any “psychotherapy notes” I may maintain would not be considered part of a “medical record,” for HIPAA purposes and are for my use only, and I may deny access to these (unless forced to respond to a court order).  Otherwise, medication prescription and monitoring (which applies to MDs, not to my practice other than my notation of such prescriptions), counseling session start and stop times, modalities and frequencies of treatment furnished, results of clinical tests, and any summary of diagnosis, functional status, treatment plan, symptoms, prognosis, and progress to date are maintained in your record, and you may request access to and disclosure of this protected health information.

Client’s Rights and Therapist’s Duties

Client’s Rights:

- You have a right to the following:  The right to request restrictions on certain uses and disclosures of your protected health information which I may or may not agree to but if I do, such restrictions shall apply unless our agreement is changed in writing;

- The right to receive confidential communications by alternative means and at alternative locations. For example, you may not want your bills sent to your home address so I will send them to another location of your choosing if you inform me to do so;

- The right to inspect and copy of your protected health information in my designated mental health record set and any billing records for as long as protected health information is maintained in the record;

- The right to amend material in your protected health information, although I may deny an improper request and/or respond to any amendment(s) you make to your record of care.

- The right to an accounting of nonauthorized disclosures of your protected health information;

- The right to a paper copy of notices/information from me, even if you have previously requested electronic transmission of notices/information; 

- The right to revoke your authorization of your protected health information except to the extent that action has already been taken.

Psychologist’s / Licensed Professional Counselor’s Duties:

I am required by law to maintain the privacy of PHI and to provide you with a notice of my legal duties and privacy practices with respect to PHI. I reserve the right to change the privacy policies and practices described in this notice. Unless I notify you of such changes, however, I am required to abide by the terms currently in effect. If I revise my policies and procedures, I will post notice of this change on my website and/or my office. Should a change occur and I receive a request for PHI, I will contact you to discuss the request and any impact of the policy change.

Uses and Disclosures Not Requiring Consent Nor Authorization

Circumstances and laws exist in which I am required to release or use PHI without your consent or authorization including:

Business Associates Disclosures

HIPAA requires that I train and monitor the conduct of those performing ancillary administrative services for my practice and refers to these people as "Business Associates.” In my practice, "business associates" include staff and other professionals sharing my office facilities who are required to follow these guidelines.  For example, other staff and professionals who use the same office space as I do may at times take telephone messages from you to give to me.

Child Abuse:  Anyone having cause to believe that a child's physical or mental health or welfare has been or may be adversely affected by abuse or neglect MUST report the case immediately to a state or local law enforcement agency or the Texas Department of Protective and Regulatory Services (TDPRS).  This includes psychologists and licensed professional counselors and within the practice of their professions
Summary of Specific Texas Laws on Confidentiality of Mental Health Information and Records 

(omitting situations not relevant to my practice, most relevant ones in bold)

Communications between a patient and a professional, and records of the identity, diagnosis, evaluation, or treatment of a patient that are created or maintained by a professional, are confidential. 

Confidential communications or records may not be disclosed other than in Judicial or Administrative Proceeding except:  

(a) (1) to a governmental agency if the disclosure is required or authorized by law;

(2) to medical or law enforcement personnel if the professional determines that there is a probability of imminent physical injury by the patient to the patient or others or there is a probability of immediate mental or emotional injury to the patient;

(3) to qualified personnel for management or financial audits, program evaluations, or research, in accordance with Subsection (b);

(4) to a person who has the written consent of the patient, or a parent if the patient is a minor, or a legal guardian;

(5) to the patient's personal representative if the patient is deceased;

(6) to individuals, corporations, or governmental agencies involved in paying or collecting fees for mental or emotional health services provided by a professional;

(7) to other professionals & personnel under the professionals' direction participating in the diagnosis, evaluation, or treatment of patient

(10) to an employee or agent of the professional who requires mental health care information to provide mental health care services or in complying with statutory, licensing, or accreditation requirements, if the professional has taken appropriate action to ensure that:
       (A) agent or employee will not use or disclose the information for any other purposes; and

       (B) will take appropriate steps to protect the information; or

(11) to satisfy a request for medical records of a deceased or incompetent person pursuant to Section 4.01(e), Medical Liability and Insurance Improvement Act of Texas (Article 4590i, Vernon's Texas Civil Statutes).

 (b) Personnel who receive confidential information under Subsection (a)(3) may not directly or indirectly identify or otherwise disclose the identity of a patient in a report or in any other manner.

(d) A person who receives information from confidential communications or records may not disclose the information except to the extent that disclosure is consistent with the authorized purposes for which the person first obtained the information. This subsection does not apply to a person who is acting on the patient's behalf.

Right to Mental Health Record

(a) Except as otherwise noted, a patient is entitled to have access to the content of a confidential record made about the patient.

(b) The professional may deny access to any portion of a record if the professional determines that release of that portion would be harmful to the patient's physical, mental, or emotional health.

(c) If the professional denies access to any portion of a record, the professional shall give the patient a signed and dated written statement that having access to the record would be harmful to the patient's physical, mental, or emotional health and shall include a copy of the written statement in the patient's records. The statement must specify the portion of the record to which access is denied, the reason for denial, and the duration of the denial.

(d) The professional who denies access to a portion of a record under this section shall redetermine the necessity for the denial at each time a request for the denied portion is made. 

(e) If a professional denies access to a portion of a confidential record, the professional shall allow examination and copying of the record by another professional the patient selects to treat the patient for the same or a related condition as the professional denying access.

(f) The confidential record contents shall be made available to a person listed by Section 611.004(a)(4) or (5) who is acting on the patient's behalf.

(g) A professional shall delete confidential information about another person who has not consented to the release.

(h) If a summary or narrative of a confidential record is requested by the patient or other person requesting release under this section, the professional shall prepare the summary or narrative.

(i) The professional or other entity that has possession or control of the record shall grant access to any portion of the record to which access is not specifically denied under this section within a reasonable time and may charge a reasonable fee.

Authorized Disclosure of Confidential Information in Judicial or Administrative Proceeding

(a) A professional may disclose confidential information in:

(1) a judicial or administrative proceeding brought by the patient or patient's representative against a professional,  such as malpractice. 

(2) a license revocation proceeding in which the patient is a complaining witness and in which disclosure is relevant to the claim or defense.

(3) a judicial or administrative proceeding in which the patient waives the patient's right in writing to the privilege of confidentiality of information or when a representative of the patient acting on the patient's behalf submits a written waiver to the confidentiality privilege;

(4) a judicial or administrative proceeding to collect on a claim for mental or emotional health services rendered to the patient;

(5) a judicial proceeding if the judge finds that the patient, after having been informed that communications would not be privileged, has made communications to a professional in the course of a court-ordered examination 

(6) a judicial proceeding affecting the parent-child relationship;  (such as divorce/custody hearings)

(7) any criminal proceeding, as otherwise provided by law;

(9) a judicial proceeding relating to a will if the patient's physical or mental condition is relevant to the execution of the will;

(10) an involuntary commitment proceeding for court-ordered treatment or for a probable cause hearing or

(11) a judicial or administrative proceeding where the court or agency has issued an order or subpoena.


Revocation of Consent

(a,b) A patient or a patient's legally authorized representative may revoke a disclosure consent to a professional at any time, except

if that disclosure is required for purposes of making payment to the professional for mental health care services provided to the patient.

(c) A patient may not maintain an action against a professional for a disclosure made by the professional in good faith reliance on an authorization if the professional did not have notice of the revocation of the consent.


Unless provided for by other state law, the professional may charge a reasonable fee for retrieving or copying mental health care information and is not required to permit examination or copying until the fee is paid unless there is a medical emergency.
Complaints

As a solo practitioner, I am the appointed “Privacy Officer” for my practice per HIPAA regulations. If you are concerned that I have violated your privacy rights, or you disagree with a decision I made about access to your records, you may contact me (your specific therapist), Milagros Lozano, Ph.D., L.P.C., 2300 Valley View Lane, Suite 216, Irving, TX  75061  and/or you may also send a written complaint to the Secretary of the U.S. Department of Health and Human Services. Complaints can be filed online at http://cms.hhs.gov/hipaa/hipaa2/default.asp, and can be mailed to: HIPAA Complaint, 7500

Security Blvd., C5-24-04, Baltimore, MD 21244. 

Effective Date, Restrictions and Changes to Privacy Policy:   

Effective June2015
